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Hacker Mindset

Unprecedented, previously 
unimaginable new opportunities 
meet unprecedented, previously 

unimaginable new threats



The AIVD contributes to our national security andprotects 
our democracy against national and international threats

¢ƻ Řƻ ǎƻ ǘƘŜ !L±5Χ

üinvestigates Jihadist terrorism and other forms of extremism

üinvestigates proliferation of weapons of mass destruction

ümaps known and unknown threats 

üreports on these threats to its partners

üperforms security screening of persons in vital sectors

üinvestigates (digital) espionage and covert (digital) influencing

üdetects (digital) sabotage of vital infrastructure

üpromotes and contributes to (information) security
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Context: Why is the AIVD contributing to this event?
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Types of threat actors 
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Internet hasproven to be a game changer
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Physical threats vs Digital threats
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Three main goals of any IT-security strategy
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What requirements should be met by your products and services?
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What might you do to increase Confidentiality?
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What might you do to increase Integrity?
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What might you do to increase Availability?
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What is the greatest adversary of secure implementations?
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So what should you do when developing new systems?
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21Evil actor with bad intentions



ü Strong, multi-factor user authentication

ü Ensure that your product is hardened against attacks like: 
ÅSQL-injection / LDAP-injection / OS-call injection / 

ÅCross Site Scripting / Cross Site Request Forgery / 

ÅPath traversal / Token replay / Session hijacking / 

ÅURL-, HTTP-header- of Cookie-manipulation / etcΧ etcΧ

ü See OWASP.org, featuring: 
ÅOWASP Top 10 (2021)

ÅOWASP Dependency Check

ÅOWASP Security Knowledge Framework

ÅOWASP Application Security Verification Standard
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Basic (obvious) security measures



23Evil actor with bad intentions
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Security measure: keep ALLsoftware up to date 


