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Unprecedented, previously
unimaginable new opportunities
meet unprecedented, previously

unimaginable new threats




Context: Why Is the AIVD contributing to this event?

The AlVIxontributes to our national securitand protects
our democracyagainst national and international threats

¢2 R2 a2 UKS ! L*5X
investigates Jihadist terrorism and other forms of extremism

c:

investigates proliferation of weapons of mass destruction

c:

maps known and unknown threats

c:

reports on these threats to its partners

c:

i performs security screening of persons in vital sectors
investigateqdigital) espionageand covert (digital) influencing

c:

i detects(digital) sabotageof vital infrastructure

i promotes and contributes to (information) security



Types of threat actors

Opportunistic actors @
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‘& a Cyber criminals

Hacktivists

CAPABILITIES

Terrorists .
Persistent actors




Internet hasproven to be a game changer
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Physical threats vs Digital threats
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DDos Traffic
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«gmart’ Teddy bears hacked, 2mn pr

children at risk
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Spiral Toys. the company pehind the CloudPets ‘gmart teddy bears. |eft data of up 10 800,000 customers. including two

million individual recordings. unprotected on their servers for anyon

%
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SEARCH Cloud BigData Al Ilol Cybersecurity More ~

DDoS attacks increased 91% in 2017 thanks to loT

In Q3 2017, organizations faced an average of 237 DDoS attack attempts per month. And
with DDoS-for-hire services, criminals can now attack and attempt to take down a
company for less than $100.

.

BY JACK MORSE

IMAGE: GETTY IMAGES/ISTOCKPHOTC

that pacemakers and
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g u When your internet-connected lightbulb gets hacked, a university gets DDoS'd.
| Sokal Ty But when the same thing happens to your internet-connected vibrator? Well, al devices could
| milioning let's just say the ramifications are a tad more personal.
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sme Keyless car theft: what you need toknow
Alice Campion - 13 Sep 2021

Keyless cars are great to drive, but do they put you at a higher risk of theft? Here we
explain what makes vehicles vulnerable to being stolen and how to keep your keyless car

safe.

Police chiefs have warned keyless car owners are at risk, following a spike in thefts across
the UK. Keyless entry thefts soared after the first lockdown.

Criminals are using ‘relay technology” to access keyless cars and drive them away. If you've
f got a keyless access car, don’t panic.
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Basic(obvious) scurity measures

i Strong, multfactor user authentication

i Ensure that your product Iis hardened against attacks like:

A SQtinjection / LDARnjection / OScall injection /

A Cross Site Scripting / Cross Site Request Forgery /
A Path traversal / Token replay / Session hijacking /
A URL, HTTFheader of Cookiemanipulation /etcX etcX

i See OWASP.org, featuring:

A OWASP Top 10 (2021)

A OWASP Dependency Check

A OWASP Security Knowledge Framework

A OWASP Application Security Verification Standard

£ 0LUASP

Open Web Application
Security Project
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Security measure: keepl Lsoftware up to date




