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No pictures during this presentation please
Slides will be made available 



Hacker Mindset

Unprecedented, previously 
unimaginable new opportunities 
meet unprecedented, previously 

unimaginable new threats



The AIVD contributes to our national security and protects 
our democracy against national and international threats

To do so the AIVD…

› investigates Jihadist terrorism and other forms of extremism

› investigates proliferation of weapons of mass destruction

› maps known and unknown threats 

› reports on these threats to its partners

› performs security screening of persons in vital sectors

› investigates (digital) espionage and covert (digital) influencing

› detects (digital) sabotage of vital infrastructure

› promotes and contributes to (information) security
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Context: Why is the AIVD contributing to this event?
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Types of threat actors 



5

Internet has proven to be a game changer
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Physical threats vs Digital threats
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Three main goals of any IT-security strategy
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What requirements should be met by your products and services?



9

What might you do to increase Confidentiality?
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What might you do to increase Integrity?
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What might you do to increase Availability?
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What is the greatest adversary of secure implementations?
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So what should you do when developing new systems?
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21Evil actor with bad intentions



› Strong, multi-factor user authentication

› Ensure that your product is hardened against attacks like: 
• SQL-injection / LDAP-injection / OS-call injection / 

• Cross Site Scripting / Cross Site Request Forgery / 

• Path traversal / Token replay / Session hijacking / 

• URL-, HTTP-header- of Cookie-manipulation / etc… etc…

› See OWASP.org, featuring: 
• OWASP Top 10 (2021)

• OWASP Dependency Check

• OWASP Security Knowledge Framework

• OWASP Application Security Verification Standard
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Basic (obvious) security measures



23Evil actor with bad intentions
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Security measure: keep ALL software up to date 



25Evil actor with bad intentions



› Prevent Man in the Middle attacks:
• Use (mutual) TLS-authentication between all components

• Use (trusted, validated) PKI-certificates

• Validate certificates (!!!)

• Train end user awareness to be mindful
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Security measures
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Quiz: What is fundamentally wrong with this dialogue?

X



28Evil actor with bad intentions
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Is the authenticated end-user actually trustworthy?
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Measure: User and Entity Behavior Analytics (UEBA)



31Evil actor with bad intentions



› Know the software/code/libraries you are downloading and using!

› Consider risks related to downloading and using these components

› Use a secure gateway and manage which components to download (and which not to)

› Validate the source and its trustworthiness (website authenticity)

› Check software integrity (signature / hash / checksum)

› Check CVE’s!!!

› And once the software has been successfully downloaded, use:

– Source code scan / analysis / 

–Vulnerability assessment tooling
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Security measures



33Evil actor with bad intentions



›Monitoring by a professional Security Operations Center:

• What dataflows should be allowed?
(not on allow-list?  ➔ cause for alarm)

• What services should be running?
(not on allow-list?  ➔ cause for alarm)

• What log-events should trigger an alarm?
(input validation / http header validations)

… and:
• Safeguard logging integrity
• Automated incident response…
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Assume the system is compromised!
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SOC without incident response



1. Security by design
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Three overarching principles…



1. Security by design

2. Defence in depth
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Three overarching principles…



1. Security by design

2. Defence in depth

3. Assume breach
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Three overarching principles…
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Hacker Mindset: Think like a hacker!
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Getting to know the AIVD: listen to our podcast!

› Podcast “De Dienst” – now available on Spotify

› New “Cyber podcast” – will launch Q1 2022 



www.werkenbijdeaivd.nl /  jscu.summerschool.sh / www.werkenvoornederland.nl

Relatiemanager AIVD:  Guido van Hulzen guido.vanhulzen@minbzk.nl
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Do you wish to contribute to national security?

http://www.werkenbijdeaivd.nl/
https://jscu.summerschool.sh/
http://www.werkenvoornederland.nl/
mailto:guido.vanhulzen@minbzk.nl

